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IldgeloLicing CFCA

The Communications Fraud Control Association (CFCA) is a not for profit 501(c)(6) association for fraud
risk management, fraud prevention and profitability control through education, information sharing and
collaboration. Celebrating 40 years of fighting fraud.

. EDUCATIONAL FORUM
Learn and network in a trusted environment in three annual face-to face events

' DIVERSIFIED MEMBERSHIP
Telecoms and banking members

INFORMATION SHARING
Online Information Sharing Forum and Educational documentation, including white papers,
fact sheets and presentations

FRAUD ALERTS & INSIGHTS
Latest industry fraud alerts sent to members

KNOW SESSIONS
Monthly informative webinars on topical fraud issues

TRAINING & CERTIFICATION
Online fraud training and Certified Communications Security Professional (CCSP)

WORKING GROUPS
Committees and working groups tackling industry and consumer issues

INDUSTRY INSIGHTS
Fraud Loss Survey and topical surveys including ATO, Handset Fraud, and more
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THE TELECOMS INDUSTRY
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Telecom churn rates average 31% annually. MOb'Ie.

: ! ' Subscribers

These are high compared to other industries
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OI[@S Lrvey Respondents

Our respondents are from
around the world and include
mobile, fixed, wholesale, and

virtual network operators. Region of telecom service providers

Central, South-America-and Caribbean

South Pacific

Size of telecom service
provider in subscribers

(including group representation)
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OJeldlEltional Fraud Management

Location of fraud operations

Finance

S e C u r I ty business operationsfmonitored for fraud

Operations are still split predominantly

between finance and security teams
With some still sitting under Customer Care
16% believe they cover less than 50%

of the business operations within their

0) having billing and
O revenue assurance roles fraud teams
L. . Pointing to either other departmental responsibilities
2 1 0/ Digital Security or or potential high levels of unaccounted risk
O IT /network security
0 . WE AR
8 A) Sales & Marketing HIRING

37/% recruiting

for new staff

Provide 24 Hour fraud coverage most for data scientists
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WElRElcement Tools and Processes

of respondents are using a All using a form
Fraud Management System of Automation
(Rules based FMS)

Are Very Willing to share
intelligence incident reports,
fraudulent numbers, IMEls,

fraud alerts, etc.) with

industry forums

5/6ths

Have integrated third party
tools with their fraud
management systems
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Volume of voice traffic being fraud

@ 41% Believe it is very low to low (] ' l I l ' | B ' l I I ' | [
@ 12% Believe it is very high to high

Globally - Fraud losses over the past 12 months

o)
Trended UP - up from 53% in 2023
A/ 7 6% trended f

Company - Fraud losses over the past 12 months

(o)
Trended UP - 38% in 2023
M/ 35% rensea
NN 0 |
O Trended Down - up from 9% in 2023
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First party and NITP
merging losses between
fraud & bad debt

Decrease of 2% 2.46% of revenues

on 2023 (2.5%) is lost to fraud “ ||

Fraud teams are improving
systems and automation
and coverage capability -
enabling higher levels of
detection

IRSF/AIT and CLI Spoofing
still an issue but focusing on
specific regions

SCAM s and Social engineering
Fraud issues in other
industries crossover with
telecoms exacerbating the
scale of fraud but distributing
the cost impact

$41.820 Billion

Revenue Loss Globally

$2.87 billion increase from 2023
($38.95 billion) due to industry revenue
increase
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ﬁ%@ 1 Su bscription Fraud ( True Identity, Stolen Identity)

[zl 2 Subscription Fraud (rirst Party & NITP)  NEW entry

JElle| - Top 2 Fraud Types

s 1 Device & Hardware Reselling

2 Spoofing/CLI Manipulation NEW entry
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S 1 Social Engineering (targeted impersonation) 9 1 %
2 Social Engineering (Phishing, Smishing, etc.) 78%
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Important Information

CF

Communications Fraud {‘Euntrol Association

About CFCA

CFCA is a not-for-profit global educational association that is working to combat communications
fraud. The mission of the CFCA is to be the premier international association for revenue
assurance, loss prevention and fraud control through education and information. By promoting a
close association among telecommunications fraud security personnel, CFCA serves as a forum and
clearinghouse of information pertaining to the fraudulent use of communications services. For
more information, visit CFCA at www.CFCA.org.

Correspondence should be sent to fraud@cfca.org
Disclaimer of Liability

The material and information contained in this document is for general information purposes only.
You should not rely upon the material or information in this document as a basis for making any
business, legal or any other decisions.

Whilst we endeavor to provide correct information, CFCA makes no representations or warranties
of any kind, express or implied about the completeness, accuracy, reliability, suitability, or
availability with respect to the information and graphics contained in this document for any
purpose. Any reliance you place on such material is therefore strictly at your own risk.

CFCA will not be liable for any false, inaccurate, inappropriate, or incomplete information
presented in this document.

To the extent not prohibited by law, in no circumstances shall CFCA be liable to you or any other
third parties for any loss or damage (including, without limitation, damage for loss of profits)
arising directly or indirectly from your use of information contained in this document.

Copyright 2025 Communications Fraud Control Association



Fraud Loss Committee

Jason Lane-Sellers,

Director Fraud & Identity, LexisNexis Risk Solution

Adam Falus,

Credit Risk & Fraud Management Senior Manage

Luke Taylor & Sara Whitwell,

Lateral Alliances (CFCA Administration)

fraud
/fro:d/

noun
Wrongful or criminal deception intended to result in financial or

CFCA

Copyright 2025 Communications Fraud Control Association Communications Fraud Control Association
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