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WhEWis Account Takeover (ATO)

How Account Takeover Happens
Fraudsters employ various tactics to gain control of

be from legitimate sources to trick individuals into

revealing login credentials through ‘emails, text

messages, or websites

Credential Stuffing: Using stolen username and

password combinations from previous data breaches

to access accounts.

SIM Card Swapping: Transferring a victim's phone

number to a new SIM card to intercept two-factor Fraudster
authentication codes. transfers
Malware: Installing malicious software on a victim's
device to capture login credentials and personal data.
Social Engineering: Manipulating individuals into
divulging confidential information, often by

funds

Fraudster
undertakes
accounts: Phishing

Phishing: Sending fraudulent messages that appear to attack
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Account Takeover (ATO) occurs when a criminal gains unauthorized access to an
individual's online account/s—such as phone, bank, email, or social media.

Individual

* engagesin
- Smishing
SMS

Fraudster
commits

& SIM swap
/
Fraudste
receives

Account
Takeover

Fraudster
gains access
to individuals
accounts

Fraudster applies for
loans/moves cash
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INE®1Fraud Loss Survey Respondents
Our global respondents Based on the mix of size, type and location of responses we feel that is
include mobile, fixed, representative of the fraud position for the 1,250 mobile operators, 80

wisllecsle, el v operator groups and 4,500 networks in the world today.

network operators Banking was not a large enough sample set to provide in-depth insights
and banks. but did provide some valid comparisons of the global banking sector

activities.
Region of telecom service providers and banks
Size of telecom service provider/banks e
(In subscribers/members) astern
(including group representation) LATAM Europe
Africa s
est Europe
H 50,000,001 + Middle
m 10,000,001 to 25,000,000 East

= 1,000,001 to 10,000,000
10,001 to 1,000,000

25,000,001 to 50,000,000 North /
America
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INI®] responsibility within the business
2nts where does the
anaging Account
es reside within their Team with responsibility for
S, Account Takeover Fraud (ATO)
7in10

Fraud
Department

7 in 10 teams class Account Takeover Fraud
as ‘Very High’ or ‘High’ in Importance
within their team

borative

From a companies
perspective only
33% see ATO as a
Very High Priority

Service

Department
Perspective

55%

High
Importance

55% of internal teams and
departments see ATO as a
Very High Priority

#7of Fraud Departments
have sole responsibility of

Account Takeover Fraud

> T Ty




11-15%

pfront losses
nt Takeover
siness

36-40%
‘ 11-15%

41-45%

Not Measured

Not measuring
Account Takeover

<4

26-30%

85%

INFORU pfront Fraud Losses

16-20%

Highest

Web

Self Service

85% of respondents having
concerns with this particular
business channel

( — Very High)
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Over

of respondents believe
1-5% of upfront losses are
attributed to Account Takeover

Nearly

20%

of respondents believe
36-45% of upfront losses are
attributed to Account Takeover

Lowest

Retail

Owned Physical Store
15% of respondents having

H concerns with this particular
business channel

( — Very High)

5%
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INFORR Account Takeover Perspective

Controls used to detect fraud in the account management channel

<N
Average

Banks using average
of 9 controls

Average

Number of controls used
Most Common _ .

Control N wew
2FA two factor i,
e : om@w:ll

authentication | mdioemm

Example of
OTP message ——
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INFOR A\ ccount Takeover Perspective

Controls used to detect fraud in the account management channel

TOOIS Currently UtllIZEd 2FA 2 factor authentication
to control or detect fraud in the (email/SMS etc.)
account management channel

Username and password

Additional data validation

(e.g. email, address, contact number, etc.)

2-Factor
Authenticati

Digital identity profiling

What are banks using?

Bot detection and mitigation,

Device Fingerprinting,

Digital identity risk assessment,

Live biometric facial recognition (selfie/video),
Live/digital document authentication,
Multi-factor authentication (MFA),

Security information and event management (SIEM),
Threat intelligence on compromised credentials, User
Entity behaviour analytics (UEBA),
Voice biometrics,

Web application firewall (WAF).

|

Frictional Controls




ATO —

SIM Swap

Unauthorized Upgrades / orders
Hacking

Credential stuffing
Unauthorized account changes
Remote access / malware

SIM Swap
13% of respondents
identified SIM Swap as
/ amajor area of ATO

B
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Account Takeover mode of attack

Biggest areas of Account Takeover (ATO) impacting business

IMPACT

Within the business

Customer friction
Loss of customer trust

31% Cost of handling complaints

Impersonation
Scams

>

Data Breach
Low Risk for Banks

\O

'y ,’ (@) Data Breach

) higher risk for
Ln Telecoms 45%
q— 1 (Very High/High)

Unauthorised Upgrades
additional orders
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INIOBR A\ ccount Takeover Concerns

Factors that most inhibit organization’s ability to defend against
Account Takeover (ATO)

Biggest Inhibits

Impacting the frictionless aspects
of the customer journey

Insufficient integration among the
organization’s security solutions

Siloed ownership of different
customer journeys where ATO

Can occur I IVI PACT & |

Within the business

Lowest Inhibit

Customer friction
@ Staffing constraints



INFOR Account Takeover Future

Countermeasures organizations currently use or plan to use
as well their top priorities within the next 12 months

Are we really planning for the future...?

Only 40%

are looking at using

Digital identity fingerprinting

Device fingerprinting

Behavioural biometrics

Threat intelligence on compromised credentials

Education

Improving internal and
external education of ATO
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oSk

Not looking to purchase
new tools to improve
or replace current
solutions

Frictionless technologies building their own

inhouse solutions

1in4

Security information
and event management (SIEM)
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INEOR Account Takeover Future

Company's strategy to manage Account Takeover fraud

Very Low

- o~ Organization’s outlook for being

®”® able to detect and mitigate

Account Takeover (ATO)

High

See their

effectiveness
of their ATO
strategy as

85% expect to
improve over
the next 12
months

Expect to stay the same

Very High

There doesn’t seem to be a high degree of
confidence in the Perception of company's
strategy to manage Account Takeover

40%

of responders see ATO as a
Major Issue in the industry

seeing ATO Threat
steadily increasing
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IN[®] - Account Takeover - Summary

o
% ¥ What can we summarize from this survey?

Key takeaways

ATO is currently an issue and controls currently old / traditional
Need to work with business and address customer experience
Need to look at technology approach

Need to develop a business wide plan to deal with ATO

CLEYCRCN
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Important Information

CF

Communications Fraud C?untrol Association

About CFCA

CFCA is a not-for-profit global educational association that is working to combat communications
fraud. The mission of the CFCA is to be the premier international association for revenue
assurance, loss prevention and fraud control through education and information. By promoting a
close association among telecommunications fraud security personnel, CFCA serves as a forum and
clearinghouse of information pertaining to the fraudulent use of communications services. For
more information, visit CFCA at www.CFCA.org.

Correspondence should be sent to fraud@cfca.org
Disclaimer of Liability

The material and information contained in this document is for general information purposes only.
You should not rely upon the material or information in this document as a basis for making any
business, legal or any other decisions.

Whilst we endeavor to provide correct information, CFCA makes no representations or warranties
of any kind, express or implied about the completeness, accuracy, reliability, suitability, or
availability with respect to the information and graphics contained in this document for any
purpose. Any reliance you place on such material is therefore strictly at your own risk.

CFCA will not be liable for any false, inaccurate, inappropriate, or incomplete information
presented in this document.

To the extent not prohibited by law, in no circumstances shall CFCA be liable to you or any other
third parties for any loss or damage (including, without limitation, damage for loss of profits)
arising directly or indirectly from your use of information contained in this document.

Copyright 2025 Communications Fraud Control Association



Wrongful or criminal deception intended to result in finz

CFCA
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