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DNO+ (Do Not Originate Plus)

A Framework to Enable Enterprise Communications Trust

Executive Summary

Enterprise communications trust fails today because an enterprise has no way to tell the
ecosystem which originating service providers it has actually chosen to place calls on its
behalf. An enterprise establishes relationships with a specific, deliberately chosen set of
OSPs to carry its outbound calling. Those are the only providers from which a legitimate call
using its numbers can originate. Yet today any provider can sign a call presenting those
numbers and assert Attestation “A,” and downstream parties have no way to distinguish the
enterprise’s chosen providers from one helping a bad actor make spoofed traffic appear
legitimate. This matters especially as enterprises increasingly depend on multiple
providers, platforms, and calling applications, where the set of legitimate originators is real
and knowable but invisible to the rest of the ecosystem.

DNO+ (Do Not Originate Plus) closes this gap by giving the enterprise a way to assert that
chosen set explicitly. An OSP the enterprise has enabled can originate and authoritatively
A-attest its calls; an OSP the enterprise has not enabled cannot, because no legitimate call
from that number would originate through a provider the enterprise never selected. DNO+
(Do Not Originate Plus) extends the well-established DNO practice with one additional
check, grounded in the Know Your Customer (KYC) diligence a provider performs on the
enterprise and, specifically, the authoritative Right-to-Use (RTU) association between an
enterprise and its telephone numbers. Stopping spoofed calls is only part of the benefit.
Because the enterprise’s chosen providers are now on record, their attestation becomes
something they can stand behind: a verifiable, enterprise-backed claim rather than a self-
assertion. Providers that participate gain a clear way to demonstrate that their calls are
legitimately authorized, and the value compounds as more enterprises take part, steadily
distinguishing providers with sound attestation practices from those signing calls they were
never authorized to place.

The DNO+ (Do Not Originate Plus) mechanism in one sentence

An enterprise’s calls may originate and be authoritatively A-attested only through the
originating service providers it has explicitly enabled; any other provider signing for those
numbers is, by definition, not carrying a legitimate call.
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Introduction

The DNO (Do Not Originate) concept is already widely recognized as an effective
mechanism for preventing traffic from telephone numbers that should never originate calls
or messages. DNO+ (Do Not Originate Plus) builds directly on this familiar foundation by
extending the model to support legitimate enterprise communications that are expected to
originate traffic under explicitly authorized conditions.

A central challenge facing the industry is that an enterprise’s deliberately chosen set of
originating service providers is invisible to the rest of the ecosystem. An enterprise selects
specific OSPs to carry its outbound calling, and those providers are the only ones from
which a legitimate call using its numbers can originate. STIR/SHAKEN provides a
cryptographic mechanism for signing calls and asserting attestation levels, but it does not
by itself confirm whether the signing provider is one the enterprise actually chose.
Attestation and signing tell us who signed the call; they do not tell us whether that signer is
among the providers the number holder enabled to originate on its behalf. This gap exists in
part because OSPs today commonly rely on Letters of Authorization, billing records, and
similar practices to onboard customers, none of which provide explicit, cryptographically
verifiable proof of RTU for the telephone numbers being used. These practices are easily
outdated or falsified, leaving OSPs without an objective basis for confirming that their
customer is the legitimate RTU holder for the numbers they are originating. As a result,
fraudulent traffic can enter the network carrying the same signing and attestation
characteristics as legitimate enterprise communications, because nothing today
distinguishes a call sighed by a provider the enterprise chose from one signed by a provider
it never authorized.

Various “Know-Your-Customer” style checks that providers perform are useful internally,
but they are private judgments that cannot be seen or verified by anyone else in the call
path. They give no shared, objective way to confirm that a given provider is one the
enterprise actually chose.

To address this gap, this framework introduces DNO+ (Do Not Originate Plus) as an
enhancement to the current DNO framework. DNO+ (Do Not Originate Plus) lets the holder
of atelephone number declare, in a way the whole ecosystem can verify, which providers it
has chosen to originate its calls. That authority builds on the provider’s Know Your
Customer (KYC) relationship with the enterprise and, specifically, rests on Right-to-Use
(RTU), the established record of which business legitimately controls a given telephone
number. Each entry in a DNO+ (Do Not Originate Plus) declaration names an authorized
provider (identified by its Service Provider Code, the unique ID providers already use in
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STIR/SHAKEN) or the enterprise’s own signing credential, backed by the number holder’s
RTU.

By making origination eligibility explicit, verifiable, and publicly discoverable, DNO+ (Do
Not Originate Plus) provides originating service providers with an objective basis for
determining whether customer traffic is authorized to enter the network. Critically, DNO+
(Do Not Originate Plus) provides the enterprise-backed authorization that gives meaning to
STIR/SHAKEN Attestation “A” for enterprise calls. Attestation “A” represents an OSP’s
assertion that it has a direct relationship with the customer and that the customer is
authorized to use the calling number. Today that assertion is self-certified by the OSP with
no external validation. DNO+ (Do Not Originate Plus) closes that gap: an OSP registered in
the enterprise’s DNO+ declaration is one the enterprise has explicitly chosen, on the basis
of its proven Right-to-Use for the number. That verified declaration is the objective backing
for the OSP’s “A” attestation. An OSP not in the declaration has no such backing and should
not be asserting “A” for calls from those numbers. This gives SPs a concrete, positive
reason to participate in DNO+ (Do Not Originate Plus): their “A” attestation claims become
verifiably grounded rather than self-asserted.

Why this matters for Attestation “A”

Today an OSP self-certifies Attestation “A.” With DNO+ (Do Not Originate Plus), an OSP
registered in the enterprise’s declaration is one the enterprise has explicitly chosen, on
the basis of its proven Right-to-Use, giving the “A” claim an objective, verifiable backing.
An OSP notin the declaration has no such backing, making unsupported “A” attestation
identifiable.

DNO+ (Do Not Originate Plus) starts with enterprise calling, where the harm from spoofing
is most acute and the set of legitimate providers is clearest, but the same idea can extend
to other kinds of calling over time. Importantly, it does not create any new numbering
authority or registry. It builds on the records and credentials that already exist, and it gives
an enterprise the flexibility to use multiple providers while keeping a clear, verifiable picture
of which ones it has authorized. The gap it closes exists even in the simplest case: when an
enterprise uses a single provider, there is still no way today for it to tell the ecosystem that
this is its chosen provider, so a call from that number can be signed and given top-level
attestation by anyone. DNO+ (Do Not Originate Plus) closes that gap whether an enterprise
uses one provider or many.
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Motivating Examples and Scenarios

The following examples show how DNO+ (Do Not Originate Plus) works in practice across
the situations enterprises and providers deal with every day.

Preventing Enterprise Number Spoofing

Enterprises publish contact numbers on statements, websites, and the backs of credit
cards. Attackers spoof those numbers, so a consumer who checks the incoming number
against a trusted source sees a match and is reassured, exactly when they should be
suspicious. Today there is no reliable way to tell who is actually allowed to originate calls
from a given number.

With DNO+ (Do Not Originate Plus), a call from an enterprise number is treated as
legitimate only when it comes through one of the providers the enterprise has authorized. A
call from anyone else can be identified and stopped before it reaches the consumer, rather
than guessed at after the fact. DNO+ does not try to solve every kind of phone fraud; it
closes this one specific, common gap.

Multi-Provider Contact Center Enablement

Enterprises commonly use multiple CPaaS, UCaas$, or network providers for outbound
calling and messaging. Today, onboarding these relationships often relies on manual
processes such as letters of authorization or billing records, creating friction and
inconsistent enforcement.

With DNO+ (Do Not Originate Plus), enterprises can explicitly declare which providers and
credentials are authorized to originate traffic for their numbers. This enables automated
validation across providers while ensuring that only authorized traffic is originated.

Resellers, Platforms, and ISVs

Resellers, aggregators, and software platforms place calls on behalf of many different
businesses, often across many providers. This is where authorization is hardest to see: a
number set up for one business can end up used, intentionally or not, to place calls for
another. Without a portable way to record who is authorized for each number, a legitimate
platform looks no different from one cutting corners.

These platforms do not originate calls themselves; they rely on responsible providers that

sign and attest to their traffic, and those provider relationships are what keep them honest.
DNO+ (Do Not Originate Plus) lets a platform declare those relationships explicitly, so itis
clear which providers are authorized for which business. A call through a declared provider
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is trusted; a call that crosses into another business’s numbers shows up as a mismatch.
For platforms that want to be trusted, declaring these relationships is a simple, visible way
to show they are doing it right.

Branded Calling and Verified Presentation

Branded calling adds logos and call reasons to a call, but that branding is only as
trustworthy as the confidence that the caller is really authorized to use the number. Today
that confidence often rests on inference or one-off agreements.

DNO+ (Do Not Originate Plus) supplies the missing foundation. Confirming who is
authorized to originate from a number is a separate, more basic question than what logo or
name to display, and it is part of a provider’s normal signing responsibility regardless of
whether any branding product is involved. Once DNO+ (Do Not Originate Plus) establishes
that the callis genuinely authorized, branding services can layer richer presentation on top
with confidence that the call underneath is legitimate.

Cross-Border Operations and Jurisdictional Accountability

Global enterprises place calls across many countries, and a large share of fraudulent
traffic originates outside the country tied to a number, exploiting gaps between
jurisdictions.

Because an enterprise’s list of authorized providers travels with the number, the same
check works no matter where a call originates. A provider anywhere in the world is either on
the enterprise’s authorized list or it is not. Calls from unauthorized sources, foreign or
domestic, can be caught before they enter the network, and legitimate international
providers the enterprise has chosen continue to work normally. This respects each
country’s numbering authority while giving enterprises one consistent way to establish
trust across borders.
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DNO+ (Do Not Originate Plus) Concept Overview

Classic DNO says a number should never originate calls. DNO+ (Do Not Originate Plus)
adds one more option: a number that originates calls only through the providers its holder
has authorized. A call from an authorized provider is legitimate and can carry top-level
attestation; a call from anyone else is not something the number holder would ever have
sent.

For each number or range, a DNO+ (Do Not Originate Plus) declaration simply records the
business that holds the number, the providers it has authorized to make calls, and whether
that authorization is still current. When a number moves to a new provider, that record is
updated to match, so it always reflects who is authorized today.

In practice the evaluation reuses the scrub that providers already run for DNO, with one
additional comparison. A signed call arrives carrying the signing OSP’s SPC. The provider
checks whether that number is on the DNO list; if itis, the call is treated as it always has
been. Ifitis not, the provider additionally checks whether the signing SPC appears in the
DNO+ (Do Not Originate Plus) declaration for that number. If it does, the callis authorized
and the Attestation “A” claim now has objective, external grounding. If it does not, the call
is treated as unauthorized regardless of the attestation level asserted by the signer.

DNO+ Origination Check

Incoming signed call

v

Is the number on the
classic DNO list?

|

YES l l NO
BLOCK Does the signing provider's
Do Not Originate SPC appear in the number's

DNO+ declaration?

NO l lYEs

UNAUTHORIZED / BLOCK AUTHORIZED / PASS
Treat as Attestation "A" backed by

Do Not Originate the verified declaration
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The DNO+ (Do Not Originate Plus) check adds one comparison on top of the existing DNO
scrub, distinguishing traffic that should be treated as Do Not Originate from traffic whose
Attestation “A” now has external grounding.

It helps to make the shape of the data concrete. Against its numbering inventory, each
right-to-use holder publishes the set of SPCs authorized to sign on a given number. The
scope of an entry can be a single number, a range, an entire toll-free number, or an NPA-
NXX block, and the SPCs are typically the OCNs identifying the originating carriers, with
toll-free numbers also able to reference the holder’s RespOrgID. A fragment of one such
declaration might look like the following:

+18005551234 SPCs: ABCDE, 1234 # RespOrgID + OCN

+18005555678 SPCs: 5678, 9012 # Two CCaaS providers
800-555-XXXX  SPCs: FGHIJ # NPA-NXX block, single provider

Four-character codes are OCNs and five-character codes are RespOrgIDs. Multiple SPCs
on a single entry are ordinary rather than exceptional, reflecting a customer that uses two
CCaasS providers, a number transitioning between providers, or an enterprise running
redundant outbound paths. From the consumer’s perspective this data rolls up into the

same shape as a DNO list, so the existing list providers can extend their distribution to
carry it without inventing new mechanics.

These declarations are published so that any provider in the call path can look up who is
authorized and verify it independently, without any central authority deciding how each
provider must act on it. The result is a single, objective signal that everyone can read the
same way, while leaving each provider free to decide how to use it.

Operationally, DNO+ is one additional comparison

Providers already scrub calls against the DNO list. DNO+ adds a single check: does the
signing OSP’s SPC appear in the number’s DNO+ (Do Not Originate Plus) declaration?
The certificate and signing infrastructure already exists in STIR/SHAKEN. No new system
is required
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Why DNO+ (Do Not Originate Plus) Matters

The industry has made real progress in signing calls and identifying who handled them.
What is still missing is a simple, agreed way to know whether the provider that placed a call
was actually chosen by the business whose number is showing. Without that, trust
decisions fall back on guesswork and analytics applied after a call is already in flight.

DNO+ (Do Not Originate Plus) does more than describe who is authorized; it rewards
providers that do the right thing. A provider the enterprise has chosen can now point to that
authorization as objective backing for its attestation, turning a self-asserted “A” into a
verifiable, enterprise-backed claim. Providers that follow good attestation practice gain a
way to prove it, and to stand apart from those that simply sign whatever traffic comes their
way. As a natural consequence, a provider that stamps top-level attestation on calls it was
never authorized to place no longer blends in; the mismatch is visible, giving regulators,
analytics providers, and others an objective basis to act. DNO+ (Do Not Originate Plus)
does not police what a caller intends. It makes legitimate origination easy to demonstrate
and bad attestation practice hard to hide.

DNO+ (Do Not Originate Plus) rewards providers that follow best practice
Providers an enterprise has chosen gain verifiable, enterprise-backed support for their
attestation, a clear way to show their calls are legitimate. Providers that sign calls they
were never authorized to place no longer blend in, giving the ecosystem an objective
basis to tell sound attestation practice from careless or bad-faith signing.

DNO+ (Do Not Originate Plus) addresses this gap by extending a familiar and widely
understood concept, Do Not Originate (DNO) to support controlled, legitimate enterprise
origination. Right-to-Use (RTU) establishes which enterprise entity is legitimately
associated with a telephone number, and DNO+ (Do Not Originate Plus) builds on that
foundation by enabling the enterprise to declare the specific originating service providers it
has chosen to place traffic on its behalf. This is the distinction that separates authorized
origination from spoofing: a call signed by one of the enterprise’s chosen OSPs is
legitimate, while a call signed by any other provider, however valid its certificate, is nota
call the enterprise would ever have originated. Spoofing becomes identifiable not by
analyzing the call, but by observing that it originated through a provider the enterprise never
selected.
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Because the signing SPC travels in the SHAKEN PASSporT where every downstream
provider can read it, a DNO+ (Do Not Originate Plus) mismatch is detectable at any pointin
the call path, not only at origination. Intermediate carriers, terminating providers, analytics
platforms, and presentation services can all act on the same signal. The adoption path
mirrors DNO itself: DNO never required a technical standard to take hold; it gained traction
because the concept was simple, the operational cost was low, and the ecosystem value
was immediate. DNO+ (Do Not Originate Plus) is designed to follow the same path,
extending a scrub that providers already run with one additional comparison.

This is also why the value of DNO+ (Do Not Originate Plus) compounds as more enterprises
adoptit. Each enterprise that publishes its authorized providers turns its own numbers into
a known-good reference: for those numbers, the set of legitimate signers is no longer a
guess. A call that does not match is now a labeled exception rather than an unexplained
anomaly. As coverage grows, so does the share of traffic measured against a known-good
reference, and a provider that repeatedly signs calls outside the declarations, or stamps
top-level attestation on traffic it was never authorized to originate, stands out more and
more clearly against everyone doing it correctly. The signal does not depend on universal
adoption to be useful, but it sharpens with every enterprise that participates, steadily
separating providers with sound attestation practices from those without.

The value of DNO+ (Do Not Originate Plus) lies not in introducing new complexity, butin
restoring clarity. Enterprises gain a clear mechanism to assert who is permitted to use their
numbers. Originating service providers gain an objective basis for determining whether
customer traffic is authorized to enter the network, and a verifiable foundation for their
Attestation “A” claims. Terminating providers, analytics systems, and presentation services
gain a reliable, verifiable signal that complements existing trust mechanisms without
replacing them.

Success looks like this: a given enterprise’s telephone numbers produce only calls that are
verifiably traceable to an authorized OSP, and any call presenting those numbers without
that authorization is identifiable as unauthorized at any point in the network. Measurable
outcomes include higher answer rates for trusted calls, reduction in spoofed enterprise
numbers appearing in analytics and mitigation systems, and cleaner enterprise-backed
Attestation “A” claims across the ecosystem.
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What success looks like

An enterprise’s telephone humbers produce only calls verifiably traceable to an
authorized OSP, and any call presenting those numbers without authorization is
identifiable as unauthorized anywhere in the network.

By enabling trust to be established before traffic is originated, DNO+ (Do Not Originate
Plus) allows legitimate enterprise communications to flow with fewer downstream
interventions while preventing unauthorized use of telephone numbers at the source. This
shift alignhs with long-standing principles of open interconnection and supports a healthier,
more competitive communications ecosystem.

To get there, the industry should agree on DNO+ (Do Not Originate Plus) as a common way
for businesses to declare their authorized providers, and support the work to make those
declarations easy to publish and check. The payoff is a clearer, more trustworthy phone
network: one where legitimate business calls get through and impersonators do not, which
ultimately rebuilds the consumer trust the whole ecosystem depends on.

Authors of this document

CFCA® Trust & Transparency Working Group

This working group focus on determining and promoting best practices for proper adoption
of STIR/SHAKEN and related technologies, Know Your Customer and vetting practices, and
emerging technologies. The group maintain focus on ensuring safe, privacy protecting
mechanisms and creating transparent and enforceable methods related to restoring trust
in the telephone number ecosystem.
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Communications fraud is the use of telecommunications products or services with no intention of payment. Fraud
negatively impacts everyone, including residential and commercial customers. The losses increase the
communications carriers’ operating costs. Although communications operators have increased measures to
minimize fraud and reduce their losses, criminals continue to abuse communications networks and services.
Therefore, communications operators tend to keep their actual loss figures and their plans for corrective measures
confidential. Due to the sensitive nature of this topic, CFCA® used a confidential opinion survey of global
communications operators to support the global fraud loss study.

About CFCA®

CFCA® is a not-for-profit global educational association that is working to combat communications fraud. The
mission of the CFCA® is to be the premier international association for revenue assurance, loss prevention and
fraud control through education and information. By promoting a close association among telecommunications
fraud security personnel, CFCA® serves as a forum and clearinghouse of information pertaining to the fraudulent
use of communications services. For more information, visit CFCA® at www.CFCA.org.

Correspondence should be sent to fraud@cfca.org

Disclaimer of Liability

The material and information contained in this document is for general information purposes only. You
should not rely upon the material or information in this document as a basis for making any business, legal or
any other decisions.

Whilst we endeavor to provide correct information, CFCA® makes no representations or warranties of any kind, express
or implied about the completeness, accuracy, reliability, suitability or availability with respect to the information and
graphics contained in this document for any purpose. Any reliance you place on such material is therefore strictly at your
own risk.

CFCA® will not be liable for any false, inaccurate, inappropriate or incomplete information presented in this document.

To the extent not prohibited by law, in no circumstances shall CFCA® be liable to you or any other third parties for any
loss or damage (including, without limitation, damage for loss of business or loss of profits) arising directly or indirectly
from your use of information contained in this document.
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