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What Is Identity Theft?
Iden�ty the�means that your personal and confiden�al information has been stolen
and is being used without your permission to apply for lines of credit, make
purchases, and commit other types of fraud.

Data Breaches

There were 4.8 million iden�ty the� and fraud reports received by the Federal Trade Commission in 2020,
up 45 percent from 2019. Iden�ty the� accounts for 33% of fraud a�acks experienced by Europeans.
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Social Engineering
Social engineering a�acks rely on human interaction aimed at manipula�ng people into giving up informa�on.

Phishing is common: you might get an email that looks like it is from your bank, and within it is a link that takes
you to a website that looks almost exactly like your bank’s website but is in fact fraudulent. If you enter any
informa�on on that website, such as your username or password, it could end up in the hands of bad actors.

Similarly, mobile device users should be aware of “voice phishing” (aka “vishing”), where scammers call and
pretend to be from your credit card company or a government agency, and “SMS phishing” (aka “smishing”),
where the goal is to get you to click a link in a text message. Both types of scams are designed to collect
personal information that can be used for fraudulent purposes.

Malware
Malware is malicious software designed to corrupt your computer ormobile device (such as your smartphone)
once it is installed. Cybercriminals can use it to steal your data, tracking your every move online. There are a
variety of ways malware can be installed, but primarily it happens through email, when you click on a
suspicious link and unknowingly download a malicious a�achment. This is called a Payload.

Unsecure Wi-Fi
Whenever you use public Wi-Fi at airports or coffee shops, be careful what sort of personal business you
conduct – bad actors also use those networks. By entering any information into a website while on a public
WiFi network, a bad actor may be able to intercept it.

Dark Web Marketplaces
Stolen information o�en ends up for sale on the dark web. The dark web is a haven for cybercriminals as it is a
concealed network of websites that the average person can’t access without special so�ware to mask their
iden�ty and activi�es. Your stolen information may be listed on a dark web marketplace, packaged up with
other people’s data and sold for a very low price.

Tips for Reducing Your Risk of Identity The�
This will sound scary, but it’s the truth: someone, somewhere, is trying to steal from you online. The best way
to protect yourself is to be vigilant, con�nuously monitor your financial accounts, and ensure you have access
to services to minimize the impact when something happens.

Things to o Things ot to o

Use Unique Passwords
Too many of us are guilty of using the same or similar
passwords for mul�ple accounts. If a criminal obtains the
password you use for your TV streaming service, they can
assume you use the same or similar password for other
accounts, such as email or online banking.

Don’t alk to Strangers
Never respond to unsolicited phone calls or emails
reques�ng personal information – even if the emails
appear to be from a legitimate source such as a bank or
financial ins�tu�on. It could be a phishing scam.
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You can always call your bank’s trusted phone number to
verify the ask.

Protect Your Cell Phone and your computer Don’t Take the Bait
Avoid par�cipa�ng in ques�onnaires on social media
designed to get you to share personal informa�on. These
are the “killer clowns” of iden�ty the� – they look like
fun, but they have malicious intent. When asked for "your
first car," "your favorite color," "your first pet," or "your
favorite movie,” be aware that fraudsters can harvest
these answers to bypass security ques�ons and log into
your sensitive accounts. This is sometimes called
pharming.

Check Your Statements
Monitor your credit card and banking accounts regularly.
Check carefully for any unauthorized charges or
withdrawals and contact your financial ins�tu�on to
report them immediately.

Addi�onal Tips

While using personal devices to access work accounts,
make sure to use a secure connec�on whenever possible.
Your personal device is more suscep�ble to hacking than
your work device.

Can Identity The� Be Prevented?
Yes, with some basic knowledge, planning, and awareness (like the tips above). The best protection against
iden�ty the� is to remain diligent and cautious, to monitor how much you share online, and think before
clicking links or answering calls from unknown sources. This might sound overwhelming, but this guidance is as
prac�cal as remembering to lock your doors and windows when you’re away. In addi�on, somemobile
operator offers consumer protection services, Customers can leverage one of themany mobile device security
solutions that are available in iOS or Android from their respec�ve app store.

Clear your cache and cookies frequently.
User virus protec�on.
U�lize security tools offered by your online accounts.
Use secure networks; Avoid public Wi-Fi.
Secure your computer when you’re not there.
Think about using a password manager.
Regularly update your computer and apps.

Don’t write your password down anywhere.
Don’t plug in unfamiliar devices (USBs).
Don’t reuse password across accounts.

Prevent criminals from having access to your cell phone or
phone number. This could be a cri�cal step in bypassing
mul�-factor authen�ca�on. (Intercep�ng the codes some
websites and financial ins�tu�ons send you before le�ing
you login) and commi�ing fraud.

Don’t Go Unprotected

Also Remember
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About Communica�ons Fraud

About CFCA

About SpyCloud

SpyCloud is the leader in account takeover (ATO) preven�on, protec�ng more than 2 billion consumer and
employee accounts worldwide. Our award-winning solu�ons proac�vely defeat fraud a�empts and disrupt
the criminals’ ability to profit from stolen informa�on.

We’re the trusted ATO preven�on partner for B2B organiza�ons and consumer brands — including 4 of the
Fortune 10. Our solu�ons are backed by the most comprehensive and ac�onable repository of recovered
stolen creden�als and PII, with over 135B assets and coun�ng. SpyCloud is ac�ve in GSMA, ETSI, & the
CFCA. For more informa�on or to Check Your Exposure visit spycloud.com.

Disclaimer of Liability

The material and informa�on contained in this document is for general informa�on purposes only. You should not rely upon the
material or information in this document as a basis for making any business, legal or any other decisions.
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